Appendix 2 – Terms and Conditions for using BYOD service

The purpose of this document is to set out terms and conditions for using the BOCI Bring Your Own Device (BYOD) Service (the “Service” or “BYOD Service”) for business purposes, while also ensuring you take steps to minimise the risk of unauthorised access to BOCI’s systems or unauthorised use or disclosure of the data held by BOCI. 
You must review and accept terms and conditions of this document before using the Service. Your agreement to the terms and conditions set out herein is indicated by your acceptance of the electronic form of this document during the process of enrolment of the Service.  Any breach of this Terms and Conditions will be treated seriously. If you are in breach of any provision of this document, you may be subject to disciplinary action including termination of employment.

Acceptance and use of the Services indicates your voluntary agreement to the following standard terms and conditions:
Use of service and costs
1. You are responsible for deciding whether you want to use your devices for BYOD after being informed of the implications to your devices as set out in this document. You are advised to read through all the terms and conditions contained herein before requesting for the Service.

2. You are responsible for the costs incurred by your use of this Service and agree not to make any expense claims related to your mobile device (e.g. including voice, data, IDD call, device cost, device repair and maintenance, etc).  
3. You are aware that system access accounts provided by BOCI is the property of BOCI and is given to assist you in the performance of your job, and may only be used for legitimate business purposes in accordance with relevant operation and IT policies and guidelines.
4. For application and installation, please refer back to Section 7 of the BOCI Remote Access and Bring-Your-Own-Device (“BYOD”) Guideline.  
5. The Service is provided for your sole and exclusive use.  You should not permit any other person to use the Service.

6. You should not or knowingly permit any other person to use the Service for any illegal purpose or activity.  You should report to your Division / Department Head and Head of IT Division as soon as reasonably practicable if you become aware of such use.
7. You understand that there may be a time lag in transmitting information or communication via the internet or mobile app.

8. All IT policies and guidelines (Including BOCI Information Technology security policy) are applicable to the use of BYOD and remote access services.  Please refer to the respective documents for details on IT security controls.

Access and security controls

9. Both you and BOCI shall play an important role in safeguarding against unauthorised access to BOCI’s systems or unauthorised use or disclosure of the data held by BOCI.

10. You should be careful that your access account details (including your username and password) are not compromised.  You should ensure that you do not knowingly or accidentally share, provide or facilitate unauthorized use of such details.  Do not share your username or password or allow access or use of your username or password by others.

11. You should safeguard your username and password and keep them secret and confidential.  Never write them down.

12. If you think your username or password has been disclosed to another person, is lost or stolen, you are responsible to report to your Division / Department Head and IT helpdesk promptly.

13. You agree not to bypass the BOCI’s security measures.
14. You should upgrade to IT recommended software and firmware version within a reasonable timeframe.

15. Avoid using Mobile Apps via wireless networks (i.e. Wi-Fi) which are provided in the public area or without password setting.  We advise using reliable mobile internet connections or encrypted networks when using Wi-Fi connection settings.

16. Please do not connect your mobile device to any suspicious computer that may be infected by virus.
17. You must update or install security patches or Operating System (OS) updates (https://ras.bocigroup.com/help/) and confirm IT that the installations of such patches or OS updates are completed upon request.
18. You should not do or attempt to do the following (or any of them):

i) Decompile, reverse-engineer, translate, convert, adapt, alter, modify, enhance, add to, delete or in any way tamper with the Service (or any part of the Service) or any software comprised in them; and
ii) Gain access to the Service (or any part of the Service) or any software comprised in them in any manner other than that specified by BOCI.

a)
Use of Mobile Device

19. You must ensure the mobile device is only accessed by yourself.
20. You agree to allow BOCI to install and upgrade software and application on your device for business and system upgrade purposes.  
21. You must download apps from Apps Store with effective and proper vetting process or through other reliable sources.
22. Passcode controls such as alphanumeric, minimum password length and complexity and lockout controls (where appropriate), in line with corporate policy, at device level should be in place.  
i) Device passcode at least 6 digits

ii) Maximum idle time (15 mins) to lock device.

iii) Passcode expiration after 90 days

iv) Previous passcodes history 3 records.

23. You must not attempt to override mobile device’s controls by gaining unrestricted or administrative access to mobile device (e.g. jailbreak/root).

24. You must read the blacklist of well-known malicious apps provided by IT (https://ras.bocigroup.com/help/) and must not install any software or apps included in the list. 
25. You must not install any malicious mobile apps on the mobile devices you use for accessing BOCI remote access services.  You, as the user of the Service, have the responsibility to check and remove any malicious mobile apps on your devices before using the Services.

26. Inform and allow IT to wipe BOCI’s data on your device before it is transferred or sold to a third party (including repairer).
27. In case it is found that by any means corporate data has been accidentally or intentionally transferred to the device storage, or the device is lost, user must report to IT promptly.  IT may, after investigation, consider a full wipe on that device in order to avoid leakage of corporate data.  In such circumstance, BOCI would not be liable to any loss of user personal data, content and media.

28. If App level passcode retry counts is up to 8 failures, it will automatically wipe the corporate data on the device. 
29. If jailbreak/root is detected, it will automatically wipe the corporate data on the device.

b)
Use of PC / Laptop  
30. You must ensure that anti-virus software are installed in your Personal Computers/Laptop computers and update it with latest virus definitions promptly (e.g. turn on auto-update) before accessing the Services. 
User of corporate email over BYOD Services
31. For sending and receiving emails using BYOD Service, please ensure you have read and comply with the requirements of all other relevant policies, guidelines and procedures in relation to the use of BOCI email services (including BOCI Email Usage Guideline, BOCI Information Technology Security Policy).
Transmitting over the Internet

32. Due to the nature of the Internet, messages and transactions may be subject to interruption, transmission blackout, delayed transmission or incorrect data transmission.  We are not liable for malfunctions in communications facilities beyond our control that may affect the accuracy of timeliness of messages and transactions you send.
Downloading

33. There are system controls in place to prevent any downloading of data from BYOD Service to any unprotected external storage housed in the same device.  You are prohibited to download any internal corporate data or information from BYOD Service to any non-BYOD or non-corporate locations or storage. 
Liability

34. You are solely responsible for adequate protection and back up of your personal data and equipment.
35. You agree that BOCI will not be liable for any personal data loss on the device in the process of device management, account activation and de-activation;

36. Before remedial action is completed for any disclosure of username and password, you remain responsible for any use of the Service by any unauthorized person or for any unauthorized purpose that occurs. 
37. You assume full liability for risks including, but not limited to, the partial or complete loss of BOCI’s and personal data due to an operating system crash, errors, bugs, viruses, malware, and/or other software or hardware failures, or programming errors that render the device unusable.
38. We do not represent or confirm the accuracy, functionality and performance of any third party software that may be used in connection with the Service.

Termination of service

39. You are aware that the access can be terminated without obligation upon your formal request to the IT Division.

40. BOCI at its absolute discretion may deregister any BYOD device at any time without giving any reason and perform data wiping of corporate data on the device in order to protect the security of our systems and data.]
41. You allow BOCI to deactivate the Service and perform data wiping of the corporate data on your device upon long term leave, retiring, resigning from employment and employment and contract termination on or before your last day of working / employment.

42. List of supported mobile devices and OS would be reviewed (link) and updated within reasonable timeframe.  Any devices or OS no longer supported would be announced by IT and any Service on these devices/OS would be terminated and all BYOD data stored and software installed on these devices must be wiped out promptly.

43. You may from time to time receive alerts of virus detected, you have to uninstall the apps upon request by our IT Division.  For any unresolved virus detection on BYOD enabled devices, our IT Division has the discretion to deregister the BYOD device and trigger wiping of corporate data in order to protect the security of our systems and data. .

Violation and issue reporting

44. Any BYOD Service issues or enquiries, please report to IT Helpdesk promptly (where practically possible).
45. You should report to your management and IT as soon as practically reasonable to execute remote wiping of all or corporate data if your device is lost or being stolen.
46. The handling and escalation of incidents reported would be dealt with in accordance with the relevant internal policy and guideline on our intranet.
Variation / change

47. We have the right to do the following (or any of them) from time to time without prior notice:

i) Introduce new functions of the Services, or vary, suspend or withdraw any existing Services;

ii) Set or vary Service days, Service hours and the daily cut-off time for the Service.  

48. We have the right to vary or amend these Terms and Conditions from time to time.  We will give you prior notice in a manner we consider appropriate, including sending email or posting on the Intranet Site.  You will be bound by the amendment if we do not receive notice from you to terminate the Services with effect before the date on which that amendment takes effect.

Trademarks and copyrights

49. We and other parties (as applicable) own the trademarks, trade names, logos and service marks (“Trademarks”) that are used or displayed on this Service.  You are not allowed to use any trademark used or displayed on the Service without our or such other parties’ written permission.
50. Materials on the Service are protected by copyright.  You are not allowed to modify, reproduce, store in a retrieval system, transmit, copy or distribute these materials (or any part of them), or use them for creating derivative works or in any other way for commercial or public purposes without our prior written consent.

Partial invalidity

If any provision of these Terms and Conditions is or becomes illegal, invalid or unenforceable does not affect any other provision which remains in full force, validity and effect.
Personal Data Collection Statement
A. Purpose and manner

51. We strive at all times to ensure that system controls are in place to disallow BOCI’s access to your personal information or data stored in the BYOD device without your prior authorization.

52. The purpose of this Statement is to establish the policies and practices of BOCI and its member companies towards our commitment in protecting personal data privacy in accordance with the provisions of the Personal Data (Privacy) Ordinance (Cap 486 of the Laws of Hong Kong).  BOCI highly values personal privacy and strives to preserve the confidentiality and security of all the personal information which we may collect so as to strengthen the trust and confidence between BOCI and BYOD users.  Personal data shall be collected for a purpose directly related to the function and activity of the data user (BOCI).  Only adequate but not excess personal data is to be collected in relation to the purpose.
53. Location service rights should not be granted for IT operation account. It concerns protection of BYOD users’ privacy.

54. The broad category of personal data held in BOCI BYOD Service include:

a. BYOD user records

i) In connection with the opening or continuation (including data security measures) of BYOD user accounts.  (e.g. mobile phone number, serial number, etc)

55. The purposes for which the data relating to the BYOD users may be used:

a. In relation to BYOD users

i) Assessing the merits and suitability of the BYOD Service applicants and /or processing and/or approving their applications, variations, cancellations, terminations;

ii) Facilitating the daily operation of the Service provided to BYOD users

iii) Conducting necessary checks whenever appropriate.

· Information about software installed on Mobile device is required in order for IT to check if any blacklisted apps have been installed.

· Information about the version of the OS on Mobile Device is required in order for IT to check if OS is up-to-date accordingly

iv) Complying with any applicable binding laws, regulations and regulatory requirements

v) Complying with BOCI internal policies, guidelines, process and procedures

b. In relation to other individuals (as and where applicable)

The purposes for which the data relating to the other individuals may be used are as follows:

i) Engaging, managing, monitoring and assessing the business relationship with the Service suppliers, contractors, providers, business partners and their staff who provide services to support BYOD Service in BOCI;
ii) Facilitating the daily operation and administration of the above.
B. Collection and Use of Personal Data
56. In relation to the collection of the personal data, BOCI will provide BYOD users with a copy of this document  in connection with the collection of BYOD user records.

57. In relation to the collection of the information and personal data online or where the users communicate with BOCI via the Devices, the following provisions shall be applicable to BOCI’s website or when the Users communicate with BOCI via the Devices:
a. This section is limited to the information collected on the BYOD service.  This section does not apply after the users leave the App or program or when the users visit third-party apps where BOCI’s online advertisements are displayed or links to their-party websites/apps not operated or controlled by BOCI
b. By using the BYOD Service, electronically responding to BOCI, the users consent to BOCI’s use of cookies and BOCI’s use of the users’ information in the manner as set out in this section.
You agree that BOCI may provide the record of users’ usage of BYOD service to other member companies for statistical purpose and for analysis on the level of usage patterns.  
C. Accuracy and retention duration
58. Reasonable steps are taken by BOCI to ensure the accuracy of personal data in relation to its use and that personal data and information provided by Users will not be kept longer than necessary for the fulfilment of the purposes for which the personal data and information are or are to be used at the time of collection and the compliance with the legal, regulatory and accounting requirements from time to time.
59. If data processors are being engaged, BOCI need to prevent any personal data transferred to the data processor from being kept longer than necessary by the data processors.  
60. When a BYOD app user (BOCI staff) removes the app or requests an account to be deleted, BOCI should offer the app user the option to delete all app-related data and account-related information. 
D. Disclosure of Personal Data
61. The personal data and information would not be disclosed to other parties unless such disclosure is made in accordance with relevant policies and/or (as and where applicable)this document in connection with the collection of employee records and/or the users and/or the employment and/or other individuals have been previously consented to and/or the disclosure is permitted or required by any law binding on BOCI.

62. Unless the User has given prior consent, personal data shall only be used for the purpose for which it is originally collected or a directly related purpose.  For example, an app should clearly say what it does, and only does what it says.   If any personal data collected is to be used in a way not envisaged before (such as sharing with other apps or other parties, or combining with other data obtained elsewhere), an assessment needs to be carried out to ascertain if the new purpose of the use is directly related to the original purpose of data collection.  If not consent from the User (i.e. BOCI staff) should be obtained.

E. Security

63. All reasonably practicable steps shall be taken to ensure that personal data is protected by the data users and its data processors against unauthorized or accidental access, processing, erasure, loss or use having regard to the harm that could result.

64. The personal data and information provided to BOCI are secured with restricted access by authorized personnel.  Encryption technology is employed for sensitive data to protect the privacy of the Users, employees and other individuals during data transmission.

65. If BOCI engages service providers to handle or process personal data (whether within or outside Hong Kong) on BOCI’s behalf, BOCI would adopt contractual or other means to prevent unauthorized or accidental access, processing, erasure, loss or use of the data transferred to the service providers for processing.

66. For example, the transmission and storage of personal data should be protected by measures such as encryption, access control based on “need-to-know” principle. 

67. System measures are in place with an attempt to restrict BOCI’s access to staff’s data in their devices.  Nevertheless, users have to agree that BOCI will not be liable for any personal data loss on the device in the process of device management, account activation and de-activation.

F. Transparency

68. BOCI should formulate and make available to data subjects (i.e. BOCI staff) policies and practices in relation to the handling of personal data (including types of personal data and collection purposes).

G. Access and correction 

69. BOCI should comply with data access and data correction requests in accordance with the requirements under the Personal Data Privacy Ordinance. 
H. Changes 
The contents of this Statement may be amended from time to time.  BOCI would inform and update BYOD users on latest privacy policy.  
